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NOAA is an agency that enriches life through science. Our reach goes from
the surface of the sun to the depths of the ocean floor as we work to keep
citizens informed of the changing environment around them.




NOAA Line Offices: 9 Key Focus Areas
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N-Wave provides reliable,

secure and sustainable enterprise
network services

to enable NOAA's mission of
science, service and stewardship.



N-Wave is built on partnerships
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National Fiber Optic
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Multiple 10 Gbps
Multi-Protocol Label
Switching
Wavelength-Division
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Washington, D.C.
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Management
Engineering
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and Consulting



SLA= Service level actual, based on historical data collection

ST L o Service Element SLA or SLO Service Response
Transport services - _ . q
Single path site N-Wave Transport/ Backbone SLA=99.9% Tier 1-3 24x7x365 (refer to Appx B response time agreement)
Transport services -

Diverse Connected Sites

N-Wave Transport/ Backbone

SLA=99.99%

Tier 1-3 24x7x365 (refer to Appx B response time agreement)

Transport services N-Wave Backbone SLA=99.999% Tier 1-3 24x7x365 (refer to Appx B response time agreement)
Transport services TICAP Services* SLA=99.999% Tier 1-3 24x7x365 (refer to response time agreement)
By Wireless SLA= 99.9% Tier 1, 24x7x365, Tier 2-3. 8x5xNBD (escalation per appx B,

response time agreement)
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Provided in partnership with

-—

24x7 support
Tier I, Il and Il
engineering

e Advanced monitoring,
measurement and
analysis

e Primary, secondary and
tertiary ops sites

Photo credit: GlobalINOC at Indiana University



NOAA TICAP Service
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TICAP Operations

Internet2
R&E Partners

X-Wave (External Peering Partners/Providers |

International

NOAA
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Input Bits By Program ~

N

2018-07-23 02:00:00

= Input_bits (1h averages) ORNL:

= Input_bits (1h averages) RDHPCS-FAIR:
Input_bits (1h averages) RDHPCS-BOULDER:

= Input_bits (1h averages) CLASS-SUIT:
Input_bits (1h averages) SSMC:

= Input_bits (1h averages) CLASS-BOUL:
Input_bits (1h averages) N-Wave Internal:

Input_bits (1h ges) Boulder C
7/22 20:00 7/22 22:00 7/23 00:00 7/2302:00 = Input_bits (1h averages) CLASS-ASHE:
= Input_bits (1h averages) GOES-R WCDAS:
Output Bits By Program = Input_bits (1h averages) ROHPCS-CLPK:

= Input_bits (1h averages) ESPDS:
= Input_bits (1h averages) GOES-R NSOF:
= Input_bits (1h averages) NCDC:

= Input_bits (1h averages) Silver Spring Campus:

e ————— ]
= Input_bits (1h averages) NWS-ERH:

= — \\\_7/: = Input_bits (1h averages) WCOSS-RESTON:
B = Input_bits (1h averages) NWS:

‘_\—/\/’ = Input_bits (1h averages) Eastern-TIC:
= Input_bits (1h averages) RDHPCS-GFDL:
= Input_bits (1h averages) Seattle Campus:
= Input_bits (1h averages) NIST-Boulder:
= Input_bits (1h averages) AOML:
= Input_bits (1h averages) AWIPS:
= Input_bits (1h averages) ATDD - Oak Ridge:
Input_bits (1h averages) OPSnet:
Input_bits (1h averages) X-Wave DC:
= Input_bits (1h averages) GLERL:
= Input_bits (1h averages) GOES-R RBU:
= Input_bits (1h averages) Admin-LAN Boulder:
7/2302:00 = Input_bits (1h averages) X-Wave Denver:
= Innut hits (1h »8) Fairmont Wirele:

7/2220.00  7/2222:00  7/2300:00

27.92Tb
8.72Tb
1.95Tb
1.43Tb
258 Gb
0b

544 Gb
663 Gb
839 Gb
408 Gb
335Gb
120 Gb
75Gb
36b
26 Gb
33Gb
2Gb
46b
899 Mb
46 Mb
223 Mb
0b

154 Mb
80 Mb
0b

24 Mb
28 Mb
0b

18 Mb
13 Mb
0b

0hb

4:00

|\

|

/

4:.00

Input_bits (1h averages) ORNL

Input_bits (1h averages) RDHPCS-FAIR
Input_bits (1h averages) RDHPCS-BOULDER
Input_bits (1h averages) CLASS-SUIT
Input_bits (1h averages) SSMC

Input_bits (1h averages) CLASS-BOUL
Input_bits (1h averages) N-Wave Internal
Input_bits (1h averages) Boulder Campus
Input_bits (1h averages) CLASS-ASHE
Input_bits (1h averages) GOES-R WCDAS
Input_bits (1h averages) RDHPCS-CLPK
Input_bits (1h averages) ESPDS

Input_bits (1h averages) GOES-R NSOF
Input_bits (1h averages) NCDC

Input_bits (1h averages) Silver Spring Campus
Input_bits (1h averages) NWS-ERH

Inout bits (1h averaces) WCOSS-RESTON

Output_bits (1h averages) WCOSS-RESTON
Output_bits (1h averages) WCOSS-ORLANDO
Output_bits (1h averages) SSMC

Output_bits (1h averages) RDHPCS-BOULDER
Output_bits (1h averages) NCDC

Output_bits (1h averages) STAR CLPK
Output_bits (1h averages) Boulder Campus
Output_bits (1h averages) ROHPCS-GFDL
Output_bits (1h averages) RDHPCS-FAIR
Output_bits (1h averages) N-Wave Internal
Output_bits (1h averages) CLASS-ASHE
Output_bits (1h averages) GOES-R RBU
Output_bits (1h averages) CLASS-BOUL
Output_bits (1h averages) Silver Spring Campus
Output_bits (1h averages) ORNL

Output_bits (1h averages) Seattle Campus
Outout bits (1h averaaes) ESPDS

max
40.44Tb
17.93Tb
10.86 Tb
1.837Tb
1.77Tb
1.80 Tb
1.187Tb
813 Gb
2327Tb
654 Gb
676 Gb
314 Gb
87Gb
210Gb
35Gb
34Gb
31Gb

max
15.38 Tb
9.25Tb
6.23Tb
10.40 Tb
4.05Tb
3.47Tb
211 Tb
229Tb
1.88Tb
1.19Tb
1.25Tb
649 Gb
1.72Tb
1.55Tb
767 Gb
737 Gb
416 Gb

O timeshift -1h

avg~
16.26 Tb
11.19Tb
3.16 Tb
1.55Tb
1.07Tb
868 Gb
711Gb
523 Gb
479 Gb
432 Gb
338 Gb
198 Gb
72Gb
34Gb
22Gb
18 Gb
7Gb

O timeshift -

avg v
7.26 b
6.10 Tb
5.06 Tb
341 Tb
2187Tb
213Tb
1.71Tb
1.51Tb
737 Gb
716 Gb
602 Gb
475 Gb
442 Gb
424 Gb
357 Gb
350 Gb
279 Gb
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°® Pacific Wave POPs

© Pacific Research Platform (PRF)
(| PRP Science DMZ Fabric

(O software Defined Network

O Commercial Peering Points
(Amazon, Google, & Microsoft )

WESTERN REGIONAL NETWORK

States served by WRN members:

+ PNWVGP:Washington, Montana, Alaska,
Oregon & Idaho

« FRGP: Colorado and Wyoming

X
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CEV: 102215



EUMETSAT (Darmstadt, Germany)

NOAA - EUMETSAT

Future Network
JEUNO)

@ Public VRF, @

EUMETSAT VPN Router EUMETSAT VPN Router

GEANT VPN Link 10Gbps (London)

NESDIS/EUMETSAT Rack

(CLPK-MAX) i\, Rack

EUMETSAT VPN Router (USA-DENV-R1) '

TEO/0M %‘

- TEO/O/

-;-"
Q‘Q‘ EUMETSAT VPN Router (USA-CLPK-R1)

EUMETSAT Mgmt
Node (XMANNO1)

MMF 10GE-SR
/31 P-to-P X-Wave IPs
VLAN ID 650

SM Fiber 10GE-LR
/31 P-to-P X-Wave IPs
VLAN ID 650

X-Wave

BRTR.DENV X-Wave
Legend Border Router Border Router
- Private VRF. Exchanged
El_J METSAT private prefixes BGP
Private VRF Private EUMETSAT VRF Privatd EUMETSAT VRF
(BYPASS Link) (BYPASS Link)
- General TIC VRF (Public). Fully exchanged
BGP prefixes TIC Stack
- ANT Ty tlantic JEUNO VPN
Links

E— . T|C/X-Wave VRF Traffic (Public) rtr.clpk - N-Wave Agg Router G“

— . private EUMETSAT/PSCC VRF Traffic

r @
N

NOAA ENTERPRISE NETWORK

Notes and Additional Details:
- ESPDS/PDA has N-Wave TIC connectivity for data
dissemination to external sources; pass via public
NWAVE VRF.
- iJPS, Jason and other data connections have
requirements to be private and segregated from the
Public TIC VRF traffic and thus require Private VRF
within N-Wave/X-Wave.
- BGP peerings for each (Public and Private) VRFs will
be used for routes exchange between NOAA and

N-Wave MPLS Backbone
ASN 3477

EUMETSAT

EUMETSAT
Private VRF
A —

iJPS CE FCDAS iJPS CE WCDAS iJPS CE NSOF CBU NSOF
Fairbanks, AK Wallops Island, VA Suitland, MD Fairmont, WV Suitland, MD

GEANT/Internet2 VPN Link 10Gbps (Paris)

NESDIS/EUMETSAT



50mbps
with peaks of over 120mbps
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since the cutover from
the DS-3 circuits to
JEUNO on 9/19/2018

Latency for key EUMETSAT
MetOp satellite products has
decreased by

8-15 minutes




Internet
Internet 2 and R&E

Trusted Internet Connection
Access Points (TICAPs)

Enterprise i
Wireless -
West

N

Enterprise i
Wireless -
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Miami (2)

Lakeland/AOC
L

VPN Backhaul Site

Active: Silver Spring
SSMC4, Oakland,
Germantown,
Lakeland, Beaufort,
HML, OCM
Charleston, Fairmont,
Oxford, Wallops, ITC,
DSRC (NOAA,NTIA)

and WRC

® Future Site




Internet
Internet 2 and R&E Commodity

X-Wave Management Network
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N-Wave
Enterprise Remote Access VPN Service
VPN USER

1 £§ I
Denver
TICAP

Internet

Seattle
TICAP
Seattle
ERAV

Denver
ERAV

X-Wave/TICAP |

NWAVE NETWORK TRANSPORT
(ERAV VRF)

[

rtr.bldr

oy s VPN-ASABLDRPRI | | | oo e . VPN-ASA-CLPK-PRI
frev— Cisco ASAS585 ro— Cisco FP4110
Access Switch 2 VPN-ASA-BLDR-SEC o VPN-ASA-CLPK-SEC

Cisco N3K (N3k)  [E] Cisco ASA5585 o Cisco FP4110

Access Switch

Cisco N3K (N3k)
p— . p—— .
i i Access Switch ! !
LO Firewall LOFirewall | g ctive e,  ——
LO LAN LO LAN Directory ! 1 H
, |

<
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33
28
i
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Viare 65

VMware 6.5

EEE LO Firewall Wl Active EEE
LO LAN Directory

. - 0 -
! csm | ! csm |
i | i |
i | 1 |

Windows Server 2012 VM
E E E e Infoblox DHCP 7R, Infoblox DHCP
7w [

Seattle

Boulder/Denver CLPK/SSMC
S et frevatand

Mgmt VRF ‘
Nwave Core

ERAV VRF ‘

cuometr || S
A Subnets Advortzo Advertze ERAV
Custons Subnets vy
TCN307 TCN204
B
[ customer LAN [ GustomerAD | [ customer LAN | [ customer D
SSMC TEN Resources

ERAV Design
Version 3.1




* hosts all use vsrx as
AWS VPC default gateway

* NO default route to Internet - all connectivity is
back through NOAA, except for static route to
build ipsec tunnel

N
Internet  NOAA public address space*~
NAT’d to private space hosted \\\
in AWS, and advertised over
VPN tunnels

internet
host
Denver

border

Denver
VPN

N-WAVE
agg

customer
host




N-Wave Cloud Direct Connect - Broker

Azure
US Gov
Virginia

Microsoft backbone
layer 2 service

MS MS
router router
traffic stays < l\flv\s/\g/;aptgrr Megaport MPLS network / M: g:g ort - traffic stays
local on Megaport, oSt Snburn local on Megaport,
no transport VCX no transport VCX

rtr4.seat

rtr3.seat

ESAE vrf on N-WAVE
(details TBD)

physical circuit
logical path
bgp session

any N-WAVE connected site




AWS Cloud TIC

AZ1 AZ2 AZ1 AZ2 AZq Azo

Customer Dedicated VPC

pa
|EC2m

Customer D¢dicated VPC

Z
|E02|ﬂ

s B — 'l’ Cloud Storage
TICv2 Security Stack =
acurlty Lo TICv2 Security Stack foug Storeg
BrEczngn ) G (Eczngnx™)
: E ELB | ELB /
; Elastic IP
Connect 7 Native Etastlo I
7 Cloud GSLB DNS
i Route 53)
" Reporting (
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20180821



Network Core Subsystem (High)

Information 2
Security :
. . X0
Classification 3
i

N-Wave Management and Monitoring — Network Operations Center

Bloomington Indianapolis Boulder
(Primary) (Secondary) (Tertiary)

Subsystem
(Moderate)

N-Wave Enterprise Services Infrastructure

Security as a
Service (SaaS)

Enterprise Remote

Access VPN Enterprise Wireless

Cloud Transport

High-Criticality
System Wlth TR

Moderate Enclaves N-Wave to Campus Connectivity

Aggregation Local Area Network
Routers Switches

Router / Firewalls

N-Wave Campus Services

Subsystem
(Moderate)

David Skaggs Research Center Silver Spring Metro Center Western Regional Center
Boulder, CO (future site) Silver Spring, MD Seattle, WA (future site)
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